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Executive Summary

This document draws upon the following guidance; 

· Preparation of Local IM&T Plans for 2008/09 Best Practise Gateway Ref: 9196 published by CfH.

· Informatics planning for 2009/10 as published by the Department of Health December 2008. (Updated January 2009)
· Good practice identified at LHC level as a result of the review of LHC IM&T plans and planning processes undertaken as part of the development of the Informatics Planning Guidance for 2009/10.

The following areas are within scope 

· Integration with service plans

· Benefits management

· Governance arrangements

· Programme management

· Relationship with Brent and Harrow (including NWLHT) LHC plans 

· Risk and issue management

· Capacity and capability

· Financial planning

· Plan approval

· Performance management and on-going monitoring and use of the plans.

This document describes the underpinning goals of the ICT Department to support the PCT’s overall health care strategy, providing a clear statement of direction for ICT within the PCT. 

ICT has been retained as a Corporate PCT functions serving the Provider arm (APO) via an agreed SLA.

Takes account of;

· National expectations incorporating NPfIT commitments

· World Class Commissioning

· NHS Brent Local ICT plans

· NHS Brent Provider Services Annual Plan  

· NHS Brent Commissioning Strategic Plan 

· NHS Brent Operating Plan

· The Brent and Harrow LHC IM&T Plan 

2009/10 Summary

· Inventory and map of current systems (architecture); 

· Timeline for key deployments; 

· Completion of deployments started in 2008/09

· Anticipated deployments in 2009/10 

Longer-term ICT plans for 2011 

· The future systems architecture for March 2011.

· A supporting timeline showing indicative deployments.

· Emerging requirements and priorities for new IT solutions.

· How national expectations are met.

Governance
This plan will be signed off by the NHS Brent EMT (Executive Management Team) and the PCT Board. Delivery will be overseen by the following groups;

· NHS Brent Capital Group (sign off as appropriate any relevant capital business case/s).

· NHS Brent ICT Programme Group – ( See P17 TOR for Membership)
· Specific Project Groups (E.g. RIO, HQ Move etc.)
Capacity and Capability

Informatics resource and skills required for implementation

· The LISA (Local Health Community Informatics Strategic Assessment tool) assessment will be used to identify areas of capacity and capability where NHS Brent requires development in order to support planned implementations and business as usual.

· Following LISA analysis ICT will seek to show how resource requirements are matched with current availability. Show a credible plan for filling the ‘gap’ – e.g. recruitment, development of existing staff, use of contractors / consultants.

· Link this plan to relevant strategic human resources plans.

· Link this plan to the Brent and Harrow LHC Plan consisting of NHS Brent, NHS Harrow and NWLH Trust.

Note: LISA is a means of helping PCT Chief Executives deliver against their accountability for informatics across the local health community – an accountability reinforced in the NHS Operating Framework 2009/10.

NIMM (NHS Infrastructure Maturity Model)
The NIMM model is a self assessment of current infrastructure maturity to assist NHS organisations justifying and prioritising their infrastructure investment priorities.
NHS Brent ICT is working toward NIMM Level 3 within the programme and will link related standards applied within the PCT to those defined within the LHC Plan – Brent and Harrow LHC Plan consisting of NHS Brent, NHS Harrow and NWLH Trust.


[image: image1]
ICT Vision Statement
Note: ICT in the NHS will enable the safe and seamless delivery of patient care across organisational boundaries. This requires each NHS organisation to plan for sustained ICT investment that achieves a common set of functions and national integration standards.

· Patient information will be securely available at the point of care to clinicians and clinician support staff through integrated care records.

· The patient’s pathway across organisations will be supported through appropriate information sharing arrangements.

· Confident decision-making will be enhanced through the availability of data, information and knowledge, and through the provision of decision-support.

· Safer, swifter and more reliable communications will join all stakeholders and services.

· Patients will be able to make informed choices over when and where they will receive treatment, so improving their experience.

· Patients will benefit from accessible information about their health and the care and treatment they can expect to receive.

· Timely, good quality organisational and service information will be readily available to support the development of Brent health and care services.

· Necessary information will be available wherever it is needed by Brent health and care services through an appropriately accessible, secure and resilient infrastructure.

· Information and Communications Technologies will be effective and efficient through the provision of comprehensive, high quality change management and support services.

Organisational efficiency will be improved, allowing time to be saved by both clinicians and support staff to increase their output and patient contact time.
ICT Organogram

The ICT department organisational chart below supports the provision of ICT services during normal operations. Projects falling outside of operational activities are required to provide a sound business case and a robust project plan demonstrating that the initiative is funded, resourced and deliverable.
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Currently the following initiatives external to ICT are resourced.

· RIO v5

· Provider Services Information services development

· Immunisation Information development


Services provided by ICT are to be clearly documented in a Services Catalogue. (To be agreed jointly between Provider APO, Commissioning and ICT as part of a proposed Service Improvement Plan)
· Until such time as an agreed catalogue exists it is assumed that the following services are in scope in regards to service level targets or reporting;

· The NHS Brent Network Infrastructure applicable to;

· H:\ Drives 

· S:\Drives

· Internet Access

· Exchange Email 

Note: Any proposed SIP (Service Improvement Plan/s) will require presentation to the ICT Programme Group and will be expected to follow due process, Including but not limited to; appropriate project brief, sound business case, PID, budget, resource, authority and approval.
· ICT Strategy is directed by the ICT Programme Group 
· ICT adheres to NHS Connecting for Health guidelines appropriate to the service and approved if required by the ICT Programme Group.

· ICT Service Desk follows ITIL Service Management principles.

· ICT Projects are conducted in line with Prince2 Project Management principles

· ICT is working towards the NHS Infrastructure Maturity Model (NIMM) Level 3
ICT Service (Any interruption in the normal functioning of a service or system is defined as an incident)
Response Times and Escalation

· The intent of this section is to assure delivery of prompt service, and the acceleration of support for high priority issues.

Hours of Coverage (Defined as Normal Hours)

· Staffed Service Desk hours are 09:00-17:00hrs Mon-Fri  

· Voicemail or Email messages left outside of this time will treated as arriving at the start of the next working day.

Response

	Severity or Priority Level
	Initial Response during normal Hrs
	Target Resolution
	SLA % Target

	Level 1
	15 Minutes
	24 Hours
	90

	Level 2
	1 Hour
	48 Hours
	90

	Level 3
	8 Hours
	5 Working Days
	90

	Level 4
	24 Hours
	10 Working Days
	90

	Level 5
	7 Working Days
	30 Working Days
	90


Level 1 - Urgent and Very high Business Impact
· Major System or Component Failure Malfunction with critical impact on ability to operate entire business processes or provide patient services, placing lives at risk. No work-around or manual process available. 

Level 2 - High Business Impact
· Minor System or Component Failure Malfunction having an impact on ability to operate significant business processes or is significantly affecting patient care. No work-around or manual process available. 

Level 3 - Moderate Business Impact
· Component Failure Malfunction not having an impact on ability to operate significant business processes or significantly affecting patient care. Work-around or manual processes are available.

Level 4 -Low Business Impact
· Component Failure Malfunction having virtually no impact on ability to operate significant business processes or affecting patient care. 

Work-around or manual processes are available.

Level 5 - Standard Service Request 
ICT will respond to service requests for services published is the service catalogue in accordance with the defined service description.

Other Requests;

E.g. Non urgent Change Request (RFC) 

E.g. Request for New Software /Hardware/Training 

Other – not covered above

· ICT will meet response times associated with the priority assigned to incidents and service requests.

· Generate quarterly reports on service level performance.

· Replace Desktop PC’s in line with the ERP (Equipment Replacement Programme) – i.e. in year four subject to transference of budget to sustain the programme. 
Key 2009/10 Projects: 
37 Projects have been identified for 2009/10, of these 24 are considered “Must Do” or “Should Do”. Some of these projects are described below. 
(Project Code PS1) RIO: V5 Go live is anticipated for July 09 

The version 5 functionality is expected to include access to the National Spine for demographic record search and extract, and Choose and Book functionality (i.e. the ability to make PCT clinics bookable either directly or indirectly via Choose and Book).  All existing services on RIO will need to have their data transferred electronically to the new version, have their business processes revisited and updated and undergo training and transformation support during the deployment period.

(Project Code C08) NPfIT IMT DES Programme: 

EPS - Electronic Prescription Service Release One

Paperlite Accreditation

Data Accreditation

Managing sign up to the NHS Statement of Compliance and monitoring Information Governance standards

Introducing GP Systems of Choice (GPSoC)

Upgrade all infrastructures to minimum spec

Decommissioning Exchange servers and migrating to NHS mail

Migrating all practices to the Framework agreement

Infrastructure: 

Head Quarters, GP Led Health Centres, Chalkhill and Hillside new builds:
Design and provision the IT Data and Voice (VoIP) services required to support these moves. Delivery and support for IT equipment in relation to these projects.
Email Services:

Move from in house Exchange Mail system to NHS Mail. New HQ staff will be the first to migrate.
Telephone Services:
These are currently operated as part of a Shared Service but this will be reviewed as we move towards systems that utilise IP. VOIP to be included in all new build programmes or when a system reaches retirement. To utilise the N3 VOIP Gateway Services. 
Information Governance Improvement / IG Toolkit: 
Functions to ensure Compliance with statuary and legal Information Governance obligations. 
Encryption:

Following on from the successful encryption of Desktops and Laptops ICT will be rolling out Hardware Encrypted USB devices and undertaking the Encryption of clinical application PC’s at surgeries. 
Planned projects / ICT development
	
	Projects currently identified as “Must Do, subject to business case”

	
	Projects currently identified as “Should Do, subject to business case”

	
	Projects currently identified as “Could Do, resources permitting”

	
	Projects currently identified as “Would like to do, but could wait”

	

	ID
	Project name
	Summary description
	Estimated
Capital £K
	Sponsor / SRO
	Status

	PS1
	NCRS (Rio deployment) V5
	The deployment of the Rio system in clinical services to support the rollout of the electronic patient care record and other NPfIT solutions. (Systems / records)
	TBC
	COO Provider Services 
	July 09

	Co1
	Head Quarters Move to new building
	Support the project from an ICT perspective working in conjunction with EMT and Tribal as required.
	TBC
	Director of Human Resources & Occupational Dev.
	July 09 

	PH1
	Business Continuity
	IT Resources to support DR and BC processes across Commissioning and Provider Services 
	TBC
	Director of Public Health
	Under review

	Co2
	NHS Mail Migration – Commissioning HQ
	Migration away from xxx@brentpct.nhs.uk to xxx@nhsmail.net Supports enhanced features, email to Mobile and SMS messaging. Lowers service availability risk to Provider Services on existing PCT email system.
	TBC
	Director of Finance & performance
	July 09

	Co3
	Remote Access Solution - Commissioning
	Home workers / away from office. Supports BCP. (Existing solution is costly to support and creaks under pressure – review required)
	
	Director of Finance & performance
	

	Co4
	GPSoc
	Roll up infrastructure improvement to support GPSoc, to include migration to NHS-Mail. Implement EPS. Support IG GP SOC (Statement of Compliance).
	TBC

	Director of PCC 
	Through yr

	Co5
	GP Doc-man
	TBC
	400
	Director of PCC
	

	Co6
	GP Remote Access
	Supports the need to carry patient data and improved IG
	20
	Director of PCC
	

	Co7
	Remote Support GP
	Remote support of GP systems via Service Desk. Supports improved Service Management and reduced engineering visits.
	TBC
	Director of PCC
	May 09

	Co8
	IM&T DES
	Components 1and2. 
	TBC
	Director of PCC
	Through yr

	Co9
	GP Encryption 
	Encryption of clinical application PC’s at surgeries.
	28
	Director of PCC
	Nov 09


	Co10
	GP Extranet
	Potential requirement for Intranet visibility via an Extranet implementation
	TBC
	Director of PCC
	BC required if it is decided to take this past pilot. 

	Co11
	GP led Health Centre
	IT resources required to support the implementation of a GP led health centre at Wembley CHC.
	TBC
	Director of PCC
	June 09

	PS2
	NHS Mail Migration – Provider Services All areas
	Migration away from xxx@brentpct.nhs.uk to xxx@nhsmail.net Supports enhanced features, email to Mobile and SMS messaging. Mitigates service risk due to age and reliability of existing PCT email system. Provider Services to confirm if in plan or acknowledge risk in SLA.
	TBC
	COO Provider Services
	March 10

	PS3
	Remote Access Solution – Provider Services
	Home workers / away from office. Supports BCP. (Existing solution is costly to support and creaks under pressure – review required)
	TBC
	COO Provider Services
	

	PS4
	Hill-top / side
	ICT resources required to support services at this site
	TBC
	COO Provider Services
	June 09 /TBC

	PS5
	Chalkhill
	ICT resources required to support services at this site
	TBC
	COO Provider Services
	Sept 09 /TBC

	PS6
	Provider Management Information
	Requirement to assist Provider Services in the identification and supply of appropriate HI management information.
	 -
	COO Provider Services 
	Through yr

	PS7
	Provider Services IT Infrastructure (SIP)
	TBA  planned improvements to underpin key objectives

(Requires discussion as part of SLM Service Improvement plans linked to SLA)
	TBC
	COO Provider Services
	

	PS8
	Mobile workforce
	To enable clinical staff to access records whilst mobile via N3 VPN (Virtual Private Network)
	TBC
	COO Provider Services
	

	Co12
	Imms/MMR
	Improved data collection and reporting
	TBC
	Director PCC
	Through yr

	Co13
	Commissioning Intranet 
	Infrastructure to provide a platform for the New Commissioning Intranet
	25
	Communications
	Oct 09/

TBC

	C014
	Commissioning

Internet
	Infrastructure to support development and publishing to an external host
	12
	Communications
	Oct 09/

TBC

	Co15
	Information Governance Improvement 
	PCT complies with statuary and legal obligations.
	-
	Director of F&P
	Continuous – Yr end final March 10 

	FP1
	ICT Asset Register SLM project
	Supports enhanced asset monitoring and SLM reporting. 2008/9 provided underlying infrastructure. 
	-
	Director of F&P
	April 09


	HR1
	ESR / IT Integration 
	Seeks to integrate the ESR database with the underpinning operational database that controls IT systems – Active Directory. Improve governance and security.
	TBC
	HR
	

	HR2
	On Line Sickness Reporting
	Provide consultative assistance to HR with regards to setting up a paper less Sickness Reporting form via the Intranet
	TBC
	HR
	Requires BC & resourcing to move to mature & repeatable solution

	HR3
	Minimum IT skills
	All staff to achieve a  IT competency – HR Commitment and Drivers required
	TBC
	HR
	

	HR4
	Learning Management System
	Implementation of CCA LMS, TNA framework, analysis tool(s) and e-Learning application
	TBC
	HR
	Mandate confirmation required

	PC2
	Desktop replacement programme
	In line with NfIT guidance and best practice this is a 3yr rolling replacement programme.
	80
	Director of F&P
	Recurrent programme known as ERP.

	PC3
	ICT BCP Infrastructure
	Changes to infrastructure required to further enhance and  support BCP – Links to PC1
	
	Director of F&P
	Oct 09

	PC4
	VOIP
	Implement partial solution across limited no. of sites to facilitate pilot. Following a benefits realisation exercise, expands throughout organisation, if appropriate and supported by business or services demand.
	TBC
	Director of F&P
	Will be included in Estates projects as appropriate.

	PC5
	Port Control 
	Building upon the introduction of restricted access to USB ports this initiative seeks to make access more user-friendly whilst managing to further enhance security.
	20
	Director of F&P
	

	PC6
	Corporate printer consolidation
	To realise savings from workgroup/network and more central printing. Inc, standardisation savings
	50
	Director of F&P
	July 09

	PC7
	ICT System Upgrades
	Planned infrastructure upgrades e.g. Firewall and server replacements
	50
	Director of F&P
	Though yr

	PC8
	Encrypted USB Memory Keys
	Roll out programme for USB Key Encryption. 
	From 2008/9
	Director of F&P
	April 2009
In test phase 

	PC9
	COIN
	Investigation of Community of Interest Network. (COIN)
	
	CEO 

NHS Harrow
	


N.B. Revenue costs are accounted for in Sponsor/SRO running budgets.

Benefits Log - to be populated by Sponsor/SRO or representative on their behalf
	Project ID
	Benefit

Brief description of the benefit 
	Owner (Person accountable for delivery of this benefit.)
	Target


	Method of measurement
	Responsibility for measurement
	Timing of measurement
	Outcome

	PS1
	
	
	
	
	
	
	

	Co1
	
	
	
	
	
	
	

	PC1
	
	
	
	
	
	
	

	Co2
	
	
	
	
	
	
	

	Co3
	
	
	
	
	
	
	

	Co4
	Practice infrastructure upgraded and ready for NCRS.
	
	
	
	
	
	

	Co5
	
	
	
	
	
	
	

	Co6
	
	
	
	
	
	
	

	Co7
	
	
	
	
	
	
	

	Co8
	Practice IMT maturity improved in preparation for NCRS.
	
	
	
	
	
	

	Project ID
	Benefit

Brief description of the benefit 
	Owner (Person accountable for delivery of this benefit.)
	Target


	Method of measurement
	Responsibility for measurement
	Timing of measurement
	Outcome

	Co9
	
	
	
	
	
	
	

	Co10
	
	
	
	
	
	
	

	Co11
	
	
	
	
	
	
	

	PS2
	
	
	
	
	
	
	

	PS3
	
	
	
	
	
	
	

	PS4
	
	
	
	
	
	
	

	PS5
	
	
	
	
	
	
	

	PS6
	PCT wide impact/ Cost savings per page. Power and estates/space savings.
	TBC
	
	
	
	
	

	PS7
	Provider Services – IT Service Improvement Plan
	TBC
	
	
	
	
	

	PS8
	Improved access to data. Better response to pandemic or disaster, planning for continuity of business activities.
	TBC
	
	
	
	
	

	Project ID
	Benefit

Brief description of the benefit 
	Owner (Person accountable for delivery of this benefit.)
	Target


	Method of measurement
	Responsibility for measurement
	Timing of measurement
	Outcome

	PH1
	
	
	
	
	
	
	

	Co12
	
	
	
	
	
	
	

	Co13
	
	
	
	
	
	
	

	Co14
	
	
	
	
	
	
	

	Co15
	Delivers the core set of information governance policies and procedures needed by the organisation, completes the IGT central returns and embeds necessary processes for future years
	Business Systems Manager
	
	
	
	
	

	HR1
	
	
	
	
	
	
	

	HR2
	
	
	
	
	
	
	

	HR3
	Reduced support time/costs. Improved leverage of existing ICT/PCT investments e.g. RIO. Improved staff productivity
	ICT Training

Manager
	
	
	
	
	


	Project ID
	Benefit

Brief description of the benefit 
	Owner (Person accountable for delivery of this benefit.)
	Target


	Method of measurement
	Responsibility for measurement
	Timing of measurement
	Outcome

	HR4
	Implementation of CCA LMS, TNA framework, analysis tool(s) and e-Learning application
	HR
	
	
	
	
	

	PC2
	Reduced expose to risk through component failure. Reduction in time lost to the business. Improved financial planning.
	
	
	
	
	
	

	FP1
	This institutive seeks to benefit from that investment and support SLA’s back to the PCT and in particular SLA’s with Provider Services.
	Service Support Manager
	
	
	
	
	

	PC3
	
	
	
	
	
	
	

	PC4
	Call charge cost reductions. Zero cost between VOIP enabled PCT sites and LHC partners similarly VOIP enabled, esp. via NHS N3.
	Technical Services Manager
	
	
	
	
	

	PC5
	
	
	
	
	
	
	

	PC6
	
	
	
	
	
	
	

	PC7
	Maintain SLA’s. Reduce exposure to risk through business / clinical systems outages. Provides platform for all ICT delivered services.
	Technical Services Manager
	
	
	
	
	

	Project ID
	Benefit

Brief description of the benefit 
	Owner (Person accountable for delivery of this benefit.)
	Target


	Method of measurement
	Responsibility for measurement
	Timing of measurement
	Outcome

	PC8
	Support authorised secure data transportation. Meets IG requirements.
	Business Systems Manager
	
	
	
	
	

	PC9
	Investigation as to the suitability as an underlying infrastructure to support the LHC members coupled with possible implementation at a future data (NHS Brent, NHS Harrow and NWLHT)
	LHC Group
	
	
	
	
	


ICT Programme Group

Terms of Reference: (TOR)

· Validate ICT plans against the objectives of the PCT and ensure effective delivery of benefits appertaining to business cases. 

· Provide guidance to ICT Management from an EMT perspective.

· Monitor the delivery and progress of projects with critical ICT paths on behalf of the EMT.

· Endorse ICT plans and the ICT investment element of all directorate plans on behalf of the EMT. Update the ICT Risk Register.

· Ensure that the PCT meets its statutory and legal obligations under NHS/SA/CfH guidelines encompassing ICT services.

Key Members:

· Head of ICT

· ICT Business Systems Manager

· Director of Finance and Performance

· Medical Director/Clinical representative – PEC Chair
· HR Representative - TBC
· Provider Services Representative – Assistant Director of Provider Services
All members should attend or nominate a suitable deputy to attend.

The group will meet quarterly as a minimum. 

Agenda:

Review and recommend for approval by the Capital Group or EMT as appropriate, business cases relating to ICT projects and National Programmes.

Accept and action exception reports from larger projects in progress when appropriate. 

Monitor and review SLM outputs – Availability and Capacity Management.

Update the ICT risk register.

Risk log (risk register) Definition and Guidance
Purpose: 

Provided here as guidance to Project SRO’s and Project Managers. 
It is expected that ALL projects will maintain their own Risk Register which will in turn be subject to review by the ICT Programme Group in relation to the wider portfolio of projects or initiatives that may have influence or impact.

The Risk log, in relation to a specific activity or plan (e.g. project), lists all the identified risks and the results of their analysis and evaluation. Information on the status of the risk is also included. Risk log is the PRINCE2™ term but this may also be known as a risk register. These details can then be used to track and monitor their successful management as part of the activity to deliver the required, anticipated benefits. The Risk Strategy and supporting Plan must acknowledge actual and potential threats to the successful delivery of a project and determines the activities required to minimise or eliminate them. The risk plan needs to be capable of integration into or co-ordination with the project plan.

One major concern is around the appropriate and timely communication of risk information; in particular, where escalation is required. The 'summary risk profile'(SRP) is a simple mechanism to increase visibility of risks. It is a graphical representation of information normally found on the risk register. 

This graph should be updated in line with the risk register on a regular basis. The profile shows risks in terms of probability and severity of impact with the effects of mitigating action taken into account. 

The SRP is often referred to as a probability/impact matrix. Each risk (indicated by * on the diagram) would normally have a number or other reference and supporting details. The position of the risk tolerance line would depend on the organisation and its project. See figure 2 for an example SRP. 

Use the risk management RAG health check to assess provision for managing risk. 

	Probability
	Impact

	
	
	Very Low
	Low
	Medium
	High
	Very High

	
	Very Low
	1
	2
	3
	4
	5

	
	Low
	2
	4
	6
	8
	10

	
	Medium
	3
	6
	9
	12
	15

	
	High
	4
	8
	12
	16
	20

	
	Very High
	5
	10
	15
	20
	25


1-2 
Green

3-6 
Yellow

8-12 
Amber

15-25 
Red

Fitness for purpose checklist:

Is the Risk log part of a framework for managing risk? 

Does the status indicate whether action has been taken or is in a contingency plan? 

Are the risks uniquely identified (including to which project they refer if the risk relates to a programme)? 

Has each risk been allocated an owner? 

Is access to the Risk log controlled? 

Are activities to review the Risk log in the stage plans? 

Have costs been identified for each risk as a 'risk allowance'?

Suggested content:

Risk identification number (unique within the log) 

Risk type (where indication helps in planning responses) 

Risk Owner Raised by (person) 

Date identified 

Date last updated 

Description 

Cost if it materialises 

Probability 

Impact 

Proximity 

Possible response actions 

Chosen action 

Target date 

Action owner/custodian (if differs from risk owner) 

Closure date 

Cross references to plans and associated risks and may also include; 

Risk status and Risk Action Status 

Source information: 

Issues and risks can be raised by anyone involved in the programme or its stakeholders throughout its lifecycle.

Notes:

· Where suppliers and/or partners are involved, it is essential to have a shared understanding of risks and agreed plans for managing them.

· The risk log is set up during the start up of the project, ready to record project risks, including any noted in the Project Brief. It is an important component of the PCT’s ICT risk management framework. 

· This is a management tool whereby a review and updating process identifies, assesses and manages down the risk to acceptable levels. It provides a framework in which problems that may arise and adversely affect the delivery of the anticipated benefits are captured and actions instigated to reduce the probability and the impact of that particular risk.

There are two key parts to the strategy

· Analysis of risk, which involves the identification and definition of risks, plus the evaluation of impact and consequent action.

· Risk management, which covers the activities involved in the planning, monitoring and controlling of actions that will address the threats and problems identified, so as to improve the likelihood of the project achieving its stated objectives.

The risk analysis and risk management phases must be treated separately, to ensure that decisions are made objectively and based on all the relevant information. 

Risk analysis and risk management are interrelated and undertaken iteratively.

The formal recording of information is an important element in risk analysis and risk management. This documentation provides the foundation that supports the overall management of risk within the ICT programme associated with the Local ICT plans for NHS Brent and in relation to ICT Programme initiatives links to the LHC ICT Plan risk log. 
Appendix A - Network Diagram
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Notes on the above WAN (Wide Area Network) Design.

· Network follows Hub and Spoke (STAR) topology.

· The WAN has indirect interfaces with K&C, and NWLH/CMH 

· Limited Secured Wireless connectivity is available at Wembley and Willesden Health Centres

· Links between larger sites 100mb dedicated leased line circuits.

· Links to medium sized sites via 10mb dedicated leased line circuits.

· Links to smaller sites via Private IPStream (Private Broadband) technology.

· VoIP (Voice Over Internet Protocol) delivered via WAN as appropriate to rollout in line with business case model. This model is supported via N3 Voice gateway services and ISDN (Integrated Services Digital Network).

· Firewalls, Anti-Virus, Anti-SPAM, security and filtering employed as appropriate.
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