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Security Policy

(incorporating Security Strategy)
 (Protecting patients, visitors, staff and property against accidental or wrongful intent)

By adopting this Policy the Trust will be able to give evidence that it is fulfilling its statutory obligations under the ‘Management of Health and Safety at Work Regulations 1992’,NHSE Guidance on security and Secretary of State Directions on NHS Security Management Measures
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1. 
Introduction
1.1
All NHS organisations should be committed to providing a safe and secure environment for staff, patients and visitors, framed by national and European Health and Safety Legislation, by Department of health Policy and by their common law duty of care.  Whilst security management within NHS organisations is the responsibility of senior management, security itself is everyone’s responsibility.  Security involves all groups of staff at all levels, and to be effective it is important to establish at the outset the support of everyone in the organisation.  Sensible and cost effective security management initiatives can be taken to reduce risks to all stakeholders by establishing a pro-security culture, which aims to prevent all criminal activity.  In order to develop appropriate policies and procedures regarding security, co-operation and collaboration with other parties is essential (i.e. other organisations who may use the site; local police etc).
 
2. Statement of Intent

2.1 NHS Brent recognises the importance of providing the best possible security environment without unnecessary restrictions but with control measures for the safety and convenience of employees, contractors, patients, visitors and NHS Brent.
2.2 In order to achieve this aim NHS Brent will, as far as is reasonably practicable ensure that all employees receive the appropriate information, instruction and training and support relating to security issues and procedures.  Accordingly, when the policy is breeched the Trust will endeavour to take remedial action or if found to be negligent may consider disciplinary action.
2.3 All managers have a duty to ensure their staff (including temporary and contractors) is aware of the contents of this Policy.  Staff have a responsibility to work in accordance with this policy.  If situations occur where this is not possible, the matter needs to be brought to the attention of the departmental manager soon as possible.  
2.4 In addition the NHS Brent will arrange for the installation, maintenance and development of security systems that enhance the safety of employees, patients and visitors and the protection of Trust and personal property.
3. Aims of the Policy
3.1 NHS Brent is committed to providing a safe place of work.  To this end this policy has been designed to introduce proactive procedures that will ensure, so far as is reasonably practicable, not only the health and safety of its staff but also its welfare in terms of security.  The aims are as follows:
· Property is protected against fraud, theft and damage.

· Staff are properly supported when reporting security related incident such as violence, 
     fraud, theft and damage.

· The smooth uninterrupted delivery of health care.

· That criminal activity is deterred.

· That there is an effective response to all security incidents.

· The education of all Staff in proactive security and general security awareness and 
     continue to develop the ‘pro security’ culture within the Trust.

· Thorough post incident reviews are conducted and Trust wide action plans are    

     implemented where appropriate.

· Periodically review the Policy and bring any changes to the attention of employees.
4. Responsibilities/Duties
4.1 Chief Executive

           The Chief Executive  XE "Chief Executive" has overall responsibility for controlling and co-ordinating security. 
However, key tasks are delegated to the Security Management Director XE "Security Management Director"  (SMD XE "SMD" ) and the appointed Local Security Management Specialist XE "Local Security Management Specialist"  (LSMS XE "LSMS" ).  This is in accordance with the Secretary of State Directions of November 2004 and the Security Incident Response plan.
4.2 Security Management Director (SMD)

           The SMD XE "SMD"  will be responsible for taking reports and proposed action plans to the Chief 
           Executive XE "Chief Executive"  and the Executive Team for consideration and implementation.  The SMD XE "SMD"  may   

           delegate various responsibilities to an appropriate manager and/or the appointed LSMS XE "LSMS"  and 
           is required to  XE "SMD" monitor and ensure compliance with directions set out by the Secretary of 
           State XE "Secretary of State"  on NHS Security Management.   The SMD will present all amendments of this policy 
           to the Trust Board for formal adoption.
4.3 The LSMS (Local Security Management Specialist)
  
           On 24th March 2004 the Secretary of State for Health issued important directions to all NHS 
           health organisations that will put security at the top of the agenda. Each health organisation 
           now has a Security Management Executive Director (SMD) to lead on Security at Board 
           level.  This will ensure that security is taken seriously at the highest levels within the Trust. 
           To assist the Executive Director a Local Security Management Specialist (LSMS) has been  

           appointed.  The LSMS will perform a wide range of security-related tasks as defined in the 
           Annual work plan agreed with the SMD.  The core themes are as follows:
4.3.1 Create a ‘pro-security’ culture amongst staff, professionals and the public.
4.3.2 Deter those who may be minded to breach security.
4.3.3 Prevent security incidents or breaches from occurring.
4.3.4 Detect security incidents and reporting them to the CFSMS.
4.3.5 Investigate security incidents in a fair, objective and professional manner.
4.3.6 Apply sanctions against those responsible for security incidents, involving a combination of procedural, disciplinary, civil and criminal action as appropriate and seek redress through the criminal and civil justice systems against those whose actions lead to loss of NHS resources.
4.3.7 Conduct Crime Reduction Surveys/Security Risk Assessments as appropriate and make recommendations. 
4.3.8 Liaise with the Health & Safety Committee to implement recommendations from above surveys/assessments and monitor progress to ensure it is completed within the time frame agreed with the SMD.  An example of this process is at Appendix 6.
4.3.9 Conduct post incident reviews and make recommendations to the SMD/Health & Safety Committee for any appropriate remedial action.
4.3.10 Approving revision of the Security Policy as part of NHS Brent Health & Safety Committee activity along with assisting with the implementation and monitoring of the policy.
4.4 Facilities Management Department

4.4.1 The continued development of a Trust wide action plan to incorporate and adopt recommendations made by the LSMS.
4.4.2 Monitor the implementation of an action plan following recommendations by the LSMS.
4.4.3 Monitor effectiveness of the CCTV, intruder alarms, access controls, lighting and key related access processes.  
4.4.4 Monitor the level of security implemented and the effectiveness.  (This should be done in conjunction with the Service Level Specification, reported crimes and staff surveys).
4.4.5 Liaise with the LSMS and Emergency Planning Officer relating to all security issues.
4.5 Risk Management
4.5.1 The Risk Management Department’s responsibilities and duties are to create and enforce a successful reporting culture.
4.5.2 To incorporate security into the Trust Risk Management Strategy, by collating and monitoring security incidents and risks highlighted in conjunction with the Incident Report records to identify and action trends or perceived risks across the board. 
4.5.3 Risk Management will ensure that procedures and processes are in place to allow the Trust to actively pursue incidents and provide support to victims of violence or crimes as required.  This should also involve feedback to victims. 
4.5.4 Reports of serious incidents relating to major theft, loss, and any form of violence, non-violence and harassment are to be forwarded to the LSMS to monitor and make the CFSMS aware of. 
4.5.5 Provide regular reports on security incidents and trends to the Health & Safety Committee.
4.6 Human Resources
4.6.1 HR duties will include being responsible for the provision of security induction training.
4.6.2 HR will also ensure that a robust pre-employment vetting process is in place.
4.6.3 Include security in the staff induction process.
4.6.4 Ensure departmental induction and on going training and development is in place.
4.6.5 Providing Conflict Resolution training in accordance with NHS CFSMS guidance.
4.7 Health & Safety Committee.  
           The Health & Safety Committee will:
4.7.1 Receive information and take appropriate action on all incidents that arise relating to security.
4.7.2 Conduct post incident reviews, and in consultation with the LSMS co-ordinate a Trust wide action plan in accordance with NHSLA guidance.
4.7.3 Jointly identify any anticipated need for action or where applicable escalate it for discussion at Board level.
4.7.4 Review current policy and processes with the view to upgrade or improve security measures & hardware.
4.7.5 Build relations with the local police.
4.7.6 Note discussions and take appropriate actions as per meeting minutes. 
4.8 Directors, Managers and Supervisory staff    
4.8.1    It is the responsibility of Directors, Managers and supervisory staff to ensure that they and 
            their staff are fully aware of the Security Policy and that it is adhered to XE "response plan" . Managers will use 
            the Assurance form in Appendix 5 to document embedding of this policy.
4.9     All Trust Staff including Contractors
4.9.1 All employees XE "employees"  of NHS Brent have a duty to be aware of the Security Policy and to adhere to it.  Security concerns should be reported immediately to your manger and complete an incident report as soon as possible.
4.9.2 Contractors are expected to adhere to the NHS Brent Security Policy and Trust staff letting and managing contracts/contractors are responsible for ensuring security is maintained.
4.9.3 NHS Brent fully endorses the provisions of the Public Interest Disclosure Act XE "Public Interest Disclosure Act"  (1998) and will offer full and unconditional support to any member of staff or contractor who has a genuine concern under the provisions of the Act. 
4.9.4 All staff and contractors are to act in a responsible manner and with a duty of care to protect personnel and property.
5. 
Training and Induction
5.1 NHS Brent will, through the Human Resources Department and LSMS, ensure that security advice and training is provided via the Corporate Induction with regard to:
· Security of the working environment.
· Security of property, both Trust and personal.
· Measures to deter criminal activity wherever possible.
· Detection and reporting of crime or incidents.

· Provision of training to avoid/reduce the likelihood of personal injury.
· Dealing with violence and aggression.
· The role of the LSMS.
5.2 
Additional training will be provided in identified or specialised areas where required.

6. 
Building Projects
6.1 NHS Brent will ensure suitable advice regarding security is sought and that appropriate security measures are incorporated into all buildings projects.
7. 
Response to Security Incidents & Emergencies
7.1 NHS Brent has in place the following contact systems to ensure appropriate response to security incidents and emergencies. In the majority of Clinics, Health Centres and Primary Care Centres, where there is no security presence, where present, the panic alarm should be activated, the Police should be called via 999 and the Senior Manager on-call contacted via St Charles Switchboard. 
8. Physical Security
8.1 Securing of Equipment

8.1.1 All portable equipment should be kept in a secure place, particularly at times when departments are not staffed.  Managers are to maintain an inventory/asset register of equipment within their department that is in excess of a value of £1,000.  
The register must be verified on an annual basis and adjusted when new equipment is obtained.  All equipment must be clearly marked with the postcode and name of the departmental/ward as soon as it is obtained, any loan of equipment to other departments/wards should also be entered in the register, albeit temporarily.

8.1.2 Advice regarding equipment marking may be obtained from the Trust LSMS.

8.2 Security of Employees’ Property
8.2.1 Employees are advised not to bring large amounts of money or valuables to work.
8.2.2 Where changing facilities are provided for employees the room should be kept locked to prevent unauthorised access.  Lockers, when available, should be used for all personal property.  . 
8.2.3 All instances of theft of property should be reported immediately to the Line Manager and the electronic Incident Report Form must be completed.
8.2.4 All staff are to be aware that all money and valuables are brought onto NHS Brent  premises at the owners own risk
8.3 Patients Property
8.3.1 Patients Property must be handled in accordance with NHS Brent guidance.  In normal circumstances property will be handed in to the Cashiers office.  
9. Departmental Security/Asset Security
9.1 It is the responsibility of the department heads to ensure that all staff understand their responsibility to secure their place of work/department when they vacate the area.
Keys must be signed for on a daily basis and returned at cease work.  Under no 
circumstances should keys be handed over to an unauthorised person.  Breech of this 
procedure may result in disciplinary action.  All sub master keys are held by the Site 
Facilities Management staff.
9.2 Intruder alarms, where installed, must be set at the completion of the working day.  All staff required to set or disarm the alarm must receive appropriate training from their manager so as to prevent false activations.  The names of ‘key-holders’ are to be logged with the Switchboard staff in case of out of hour’s activation.

9.3 Security/intruder alarm numbers and any revisions are to be forwarded to the Security manager for information and will be held securely in case of emergencies and any malfunctions must be reported immediately to Security and the Estates department.
9.4 Storerooms and areas containing valuable equipment should be kept locked at all times. Only authorised individuals who need to access such areas should have access including keypad numbers.  

9.5 Keys should be handed over without proper identification of the individual concerned and not removed from the premises. 

9.6 The following basic procedures are to be followed at cease work to ensure departments are properly secured and Trust assets protected:
· Curtains and blinds are closed at the end of the day.

· Lights, computers and other electrical equipment are switched off.
· Any cash is deposited with the Cashiers office.
· All windows, storerooms, fire doors and additional access doors are to be checked and secured.
· All confidential information and personal/patient data to be secured.

9.7 Any issues regarding access, loss, theft of keys must be reported immediately and will be addressed by Security staff.
10. Access Control  and Trust Identity cards
Please refer to the Protocol in respect of Staff Identity badges? Do we have this in Brent?
10.1 Identification badges will be issued to all permanent staff and voluntary workers who are attached to NHS Brent on a regular basis.  The identity card on some sites doubles as a ‘swipe’ card and can be programmed to provide access to certain areas regulated by proximity access control systems.  
10.2 Identification badges must be worn at all times whilst on NHS Brent premises.  Staff who are not wearing an identification badge should be challenged or requested to wear their badge.  Failure to visibly wear your personal ID badge is a disciplinary matter.

10.3 HR Managers will ensure that new employees obtain the necessary identification badge.
10.4 Identification Badges are the property of NHS Brent and under no circumstances should they be worn by or transferred to any other person than the holder.  Staff are not to allow any other individual to use their access card at any time and should not allow any other person passage through any access point.  All staff entering a restricted area are required to present their card prior to entry.
10.5 Staff are not to leave controlled doors open or unattended at anytime.  Visitors needing access to restricted areas should be escorted at all times.
10.6 Persons not wearing an identification badge and those whose identity is unknown must be challenged and asked to account for their presence. This should be done politely and quietly and in a helpful manner.   Suspicious incidents must be reported to the Site Facilities Manager as soon as possible and an Incident Report completed.
10.7 Lost or stolen identification badges and all problems relating to the proximity card system (including lost, missing or stolen cards) must be reported to the Site Facilities Manager immediately.
10.8 When a staff member leaves the employment of NHS Brent, it will be the responsibility of the Departmental/Line Manager to retrieve the identification badge and notify the Site Facilities Manager or Human Resources in order for them to deactivate and destroy the card. 
11. Medicine/Drug Security
Please refer to the Medicines Management Policy
12. Cash Handling 
Please refer to the Trust’s Standing Financial Instructions
12.1 When cash is handled or moved, it should be done strictly in accordance with the policies incorporated and set out within Standing Financial Instructions.
13. Lost and Found Property
13.1 Lost Property


All property reported as lost must be notified to your Manager and the Site Facilities Manager as soon as possible.  
13.2 Found Property


During office working hours, found property should be taken to the Site Facilities Manager’s 


Office.  
14. Security of Motor Vehicles
14.1 Parking
14.1.1 All motor vehicles used by employees, patients, and visitors along with other outside agencies must park in the authorised parking areas, which have been provided by NHS Brent
14.1.2 The security of motor vehicles owned by employees, patients and visitors is the responsibility of the owner of the vehicle.  Whilst NHS Brent provides parking facilities, it does not accept liability for any theft, loss or damage to motor vehicles or their contents when they are parked on NHS Brent sites.
15. Violence and Aggression
Please refer to the Violence & Against Staff Policy 
15.1 Physical Violence
15.1.1 The person assaulted, a colleague or their Line Manager should immediately inform the police XE "police" . 
15.1.2 The person assaulted, a colleague or their Line Manager must report the incident to Risk Management, utilising the NHS Brent Incident Reporting System, who informs the LSMS XE "LSMS" .  Th XE "Physical Assault Reporting System" 

 XE "PARS" e LSMS will enter the information contained therein onto the PARS database and collect any other relevant information if required for the database.
15.1.3 The LSMS XE "LSMS"  will liaise with the victim and the Police and will make an initial assessment of the assault; informing the SMD XE "SMD"  of any suggested course of action. 
15.2 Non Physical Violence, Harassment or Abuse
15.2.1 If any person on NHS Brent premises or a member of staff whilst undertaking work duties is subjected to a non–physical assault then this should be reported to their Line Manager.
15.2.2 The Line Manager is to report it to the Risk Management department via the Incident Reporting Form XE "budget holder" 

 XE "LSMS" .
15.2.3  XE "budget holder" 

 XE "victim" 

 XE "SMD" 

 XE "budget holder" The SMD XE "SMD"  or LSMS XE "LSMS"  should assess if the non–physical assault is serious enough to inform the local Police, or whether a civil course of action/sanctions may be more appropriate.
16. Bomb Threats
Also please see the Bomb and Threat Procedures, Appendix 2 in the Major Incident Plan
16.1 NHS Brent recognises the need for good security and housekeeping to minimise the risk of explosive or incendiary devices being brought onto the premises and easily concealed amongst redundant equipment and other rubbish.  The current UK Threat Assessment and Threat Level is available at www.mi5.gov.uk
17. Missing Patients
The Missing Patients Procedure is held in the wards and is included within the Senior Manager 24/7 on-call pack.
Please refer to the Missing Patient Procedure 
18. Security of Information
Also please refer to the Waste Management Policy and Information Security Policy 
18.1 Confidentiality
  
           Breaches of confidentiality in respect of employee or patient information are subject to Trust 

disciplinary procedures. Guidance can be obtained from the Trust Caldicott Guardian.
18.2 Confidential Waste


Procedures exist for the disposal of confidential waste. Confidential waste includes 

anything, which by nature of its contents, e.g. personnel files and medical records should 

not be publicly divulged.  Anything falling into this category should be disposed of strictly in 

accordance with the procedures for confidential waste. 
18.3 Computer Security


Computer workstations should be ‘locked’ when unattended to avoid unauthorised access 

to the system.  Passwords and log in details are not to be shared as misuse of the system; 

internet etc. will be traced to the user concerned and may result in disciplinary action or in 

certain circumstances, criminal proceedings.  All staff are to acquaint themselves with the 

Trust Information Security Policy, paying particular attention to Data Protection and 

Freedom of Information regulations.
19. Lone Working
Please refer to Lone Worker Policy

19.1 Managers must ensure that a written risk assessment is produced for staff that may work in isolation from their colleagues, e.g. reception staff, porters, cleaners, community nurses, midwives etc.  The risk assessment should include precautions to reduce the likelihood of harm occurring and must be tailored to the particular group of staff involved.
19.2 NHS Brent Risk Assessment forms can be found on the intranet and appropriate advice is available from the Integrated Governance Manager, the Provider Risk Manager and LSMS who provides Lone Worker training.
20. Fraud
Also please refer to NHS Brent Standing Financial Instructions
20.1 Any indications or suspicions relating to fraud should be immediately reported to the Director of Finance and Performance. In addition this may be investigated by the NHS Counter Fraud Department.
20.2 Dealing with fraud is a key part of building a new, modern and dependable health service for the future.
20.3 NHS Brent’s Standing Financial Instructions shall be strictly followed at all times.  Fraud is a serious offence and diverts Trust funds from providing the best possible patient care. A Local Counter Fraud Specialist has been appointed by NHS Brent to support counter fraud and corruption.  All allegations of fraud are taken seriously by NHS Brent and offenders face both disciplinary action and prosecution.
21. CCTV
Also see NHS Brent CCTV Policy and Data Protection Policy

21.1 CCTV camera’s are in use at some sites and must these comply with guidance issued by the Information Commissioner.
21.2 The procedures for the operation of the system, along with details on how to access the data recorded via the Trust CCTV systems is contained within the specific CCTV policy.  The system will be operated by the Trust and overseen by the LSMS.
21.3 Health Centres and Practices with CCTV systems, must comply with the Trust policy, Data Protection Act and the specific guidance issued by the Information Commissioner.
21.4 Signs must be erected at entrances to NHS Brent premises fitted with CCTV to ensure that members of the public are made aware that there is CCTV surveillance and that it is used for the prevention and diction of crime.  The details of who operates the system and who to contact must also be displayed.  Specific guidance on this is contained in the guidance.  
22. Contractors
22.1 In accordance with Health & Safety guidelines, contractors are to report when arriving for work.  Prior arrangements must be in place to inform the Site Facilities Manager of work to be conducted, duration of work and the number of contractors.
22.2 Contractors are to be issued with and wear visitors ID’s while on site.
22.3 Access to restricted areas must be arranged in advance and contractors escorted whilst in restricted area
22.4 NHS Brent  does not undertake to provide secure areas for contractors’ tools and equipment and as such, contractors are responsible for the security of their tools and equipment whilst on Trust property
23. Fire Policy
Please see Trust Fire Policy incorporating Fire Strategy
24. Security Marking of Property & Assets
24.1 The Finance department will maintain a Trust Asset Register. Inventories must be created and maintained of all equipment considered to be of sufficient value (>£1,000) or where their operational necessity deems they need to be marked.  
24.2 The Asset Register is to be kept secure and each item will be given a unique asset number.   Security of this Register is the responsibility of the Finance Director.
24.3 Departments are responsible for maintaining a local asset register with details recorded about the item including as a minimum:
· Make and model 

· Description – full description of the item being recorded

· Serial Numbers of the item(s)

· Location / Department the item is to be located (updated if necessary)
· Manger(s) responsible for the item and contacts who can easily locate item.

24.4 Valuable and/or attractive items of equipment (e.g. IT equipment, televisions, videos) will be marked to deter theft and assist in identification in the event of loss or theft.  Equipment will normally be supplied though the Information Management & Technology (IM&T) department and will be marked prior to delivery. 
24.5 All marked equipment should have a unique way in which to identify it as Trust Property and where it is located, normally the Trust postcode (HA0 4UZ) followed by the name of the department. Equipment bearing a visible identification marking will help to deter a criminal act occurring.
25. Control & Restraint
25.1 The initial stages in dealing with volatile situations should be in accordance with NHS Brent guidance and techniques used in the Conflict Resolution training package, i.e. reasoning with the person and attempting to calm the situation to achieve a rational outcome.  In the majority of cases, NHS Brent staff should consider attempting to resolve a problem and where practicable, attempt to diffuse a situation before it escalates requiring intervention from the Police.
25.2 All staff are to note that once the incident has been resolved the NHS Brent member of staff dealing with the incident must complete an Incident Report Form.
26. Monitoring
This Policy, associated procedures and adjoining appendices will be monitored and reviewed annually by the Health & Safety Committee, LSMS and Emergency Planning Officer. The review will ensure adequate:

a)  local security arrangements 

b) risk assessments regarding the physical security of premises and assets

c) action plans following the risk assessments

The outcome of the review will be presented to the Audit Committee and shared with all Heads of Services.

 Appendix 1
Security Industry Authority (SIA)

SIA Guidance

The SIA Licensing regulations are observed and followed by the Trust as stipulated below:

Contract Security:

Licensing for Security Guards will come into effect across England and Wales at the same time. After 20 March 2006 it will be illegal to work as a security guard without an SIA licence. This applies to contract staff only.

Wheel clampers:

From 3 May 2005 all wheel clampers and vehicle immobilisers (including towing-away and blocking vehicles) that operate on private land and charge a fee for release are required to hold a licence issued by the Security Industry Authority (SIA).  Under new SIA regulations vehicle immobilisers are required to undergo an identity and criminal records check and pass a five-day training course to show they have reached set levels of training and professional standards.  The SIA will maintain a public register of licensed vehicle immobilisers, their supervisors, managers and directors. When working vehicle immobilisers will be required to wear their SIA licences, be identifiable and accountable.

CCTV

Licensing for Public Space Surveillance CCTV Operators will come into effect across England and Wales at the same time. After 20 March 2006 it will be illegal to work as a public space CCTV operator without an SIA licence. This applies to contract staff only.  Licence Applications can be made as of 27 June 2005.

Key holding

Licensing for key holders will come into effect across England and Wales at the same time. After 20 March 2006 it will be illegal to work as a key holder without an SIA licence. This applies to contract staff only.

For more information visit: www.thesia.org.uk
Appendix 2
Security Related Legislation and Standards

ISO 9000: Independently audited quality standards

BS 7499: Standard for the operation of manned guarding organisation
BS 7858: Standard for security screening guards or other staff requiring vetting to security standards

BS 4737: Standard for intruder alarm systems

ISO 17799/BS 7799: International standard for information security management

BS 8220: Guide for the security of buildings against crime

BS 7958: Management and Operation of Closed Circuit Television

BS 5979: Standard for Remote Centres Receiving Signals from security Systems

Prevention of Crime Act 1953: Security personnel have no authority to carry weapons of any sort

Criminal Law Act 1977 (powers of arrest): 
Confers upon citizens the right to arrest a person without warrant for certain offences.  Any citizen may arrest without warrant anyone seen or reasonably suspected to be committing an arrestable offence e.g. an offence which could lead to five years or more imprisonment)

Police and Criminal Evidence Act 1984: 
Defines arrestable offences, which include assault, burglary, murder, arson, theft and criminal damage.  Also prescribes protocols for CCTV video (VCR) to ensure the admissibility of any evidence collected by that means. 

Health and Safety at Work, etc Act 1974: 
Confers responsibility on employers to provide a safe workplace for employees and for others who may be affected by their activities.  (This would cover, in particular, acts of violence or aggression and instances of Lone Working; and security in general). 

Management of Health and Safety at Work Regulations 1999 (SI 1999 No. 3242): Requires employers to conduct a risk assessment of the safety hazards in the workplace.

The Control of Noise (Code of Practice on Noise from Audible Intruder Alarms) Order 1981 (SI 1981 No. 1829), made under the Control of Pollution Act 1974:  Applies to all kinds of alarm systems, the signals of which can be heard outside the premises they are designed to protect.
Data Protection Act 1998: Protects the rights of the individual with regard to data about him or her collected and processed by an organisation.  Requires organisations processing data to register with the Information Commissioner and to name the responsible data controller.  Places obligations on the controller regarding security of data storage and passing information about the data to individuals.

Crime and Disorder Act 1998: 
Places obligations on local authorities, the police, police authorities, health authorities and probation committees (amongst others) to co-operate in the development and implementation of a strategy for tackling crime and disorder in their area.
The Private Security Industry Act 2001: 
Establishes the Security Industry Authority (SIA).  The SIA will award licences to individuals in England and Wales allowing them to own, manage or work in companies offering manned security services.  The Act identifies violations of licences as criminal offences 

Controls Assurance Standard – Security Management – NHSE – 2003: 
Defines the standards required to achieve a secure environment that protects patients, staff, and visitors and their property, and the physical assets of the Trust.
The NHS Counter Fraud and Security Management Service: 
Established on 1 January 2003 the Counter Fraud and Security Management Service (CFSMS) is a Special Health Authority based in London with Regional Offices.  It has responsibility for all policy and operational matters relating to the prevention, detection and investigation of fraud and corruption and the management of security in the NHS.

Health Technical Memoranda: 
These documents look at the issues involved in planning, briefing and designing facilities that reflect the latest developments and policy around service delivery. They provide current thinking on the best use of space, design and functionality for specific clinical services or non-clinical activity areas. 

Guidance from Chartered Institute of Building Services Engineers (CIBSE): 
CIBSE is an international body that represents and provides services to the building services profession. 

Appendix 3
Assessing Security Related Risks

· Security is a necessary part of managing the Trust’s business.  It needs to address both internal and external threats.  Poorly managed, it will be seen as an obstruction (by both Management and staff) to the normal and necessary conduct of business.  Security should be subject to a risk assessment exercise to ensure that the measures taken are proportionate to the risks to the organisation.  When the relevance of security procedures can be seen it will make the tasks of ‘buy in’ and compliance by both management and staff much more straightforward.

· Security involves the protection of all assets of the Trust, not just physical assets.  It includes protection for staff, equipment, premises, and information (especially intellectual property).  The response to the perceived risks will be a combination of procedural, physical, manual and electronic measures.  Crime prevention is only one aspect of this approach, since loss can occur through the advent of natural risks too (e.g. fires, floods, storms) and it is essential that all security risks to the Trust are identified.  

· Risk management is the term applied to a logical and systematic method of establishing the context, identifying, analysing, evaluating, treating, monitoring and communicating risks associated with any activity, function or process in a way that will enable organisations to minimise losses and maximise opportunities. Risk management is as much about identifying opportunities as avoiding or mitigating losses. 

· When conducting a security risk assessment, managers should consider issues such as:
· Violent, aggressive or abusive behaviour.

· Ease of access to authorised areas by unauthorised people.

· Security of Trust, patient and staff property.

· Security of medical records.

· Lone working and local community working.

· Ease of access to controlled drugs and other pharmaceutical items.

· Safety of staff who collect, count, handle and transport money.

· Baby/infant abduction and child safety.

· Reducing the risks of vulnerable patients from absconding.

· Reducing the risks of suicides and attempted suicides.

· Criminal damage to Staff or patient property.

· The risk assessment might extend to business continuity risks that are security related whether   

      directly or indirectly, in which case the following issues might also be considered:

· Criminal damage to Trust property.

· Suspected bomb.

· Explosion (internal/external).

· Fire.

· Fire alarm.

· Fire evacuation.

· Technical emergency.

· Flooding.

· Radioactive material / release of radioactivity.

· Biological material / release of biological toxins etc.

· Theft/fraud/destruction of commercial intelligence or Trust information.

· Serious criminal offence.

· Serious public disorder.

· Computer security/viruses.

· Risks and incidents not being reported correctly.

The above list is not exhaustive; please also refer to security related legislation and guidelines detailed at Appendix 4.

· As with any risk assessment, the emphasis should be to:

a. Identify the risk

b. Avoid the risk

c. Reduce/mitigate the risk

d. Control and manage the risk

· Security should be ‘designed in’ during the designs and construction of a development and involves the protection of all assets of the Trust, not just physical assets.  It includes protection for staff, equipment, premises and information (especially intellectual property).  The response to perceived risks (an integrated security system) may be procedural, physical, manual or electronic measures whether alone or in combination.  Some of the measures that can be used to reduce risks include:

· Departmental policies and procedures

· Access control systems – automated or manual

· Lighting

· Intruder alarms

· CCTV

· Signage

· The following risk management measures are to be considered within the Trust:

· All identified risks are documented as part of a risk register and should be systematically 
       analysed for prioritisation of action.                

· Risk treatment plans should be developed and implemented in order of priority and 
       alongside other risk assessments that are necessary to deal with the wider risks faced 
       by the Trust in order to minimise risk.

· Risks and the effectiveness of implemented risk treatments should be monitored and 
       reviewed on a continuous basis.

· Senior management, the security Adviser and the Trust Board should be informed of any 
       significant risks and associated treatment plans.

· All staff and other relevant stakeholders should receive information on systems in place 
       to minimise security risks.

· Any risks identified that score under 15 will be the responsibility of the Directorate and entered on the Directorate risk register.  The risk must be managed and suitably formulated to prioritise any necessary actions.

· Risks that score 15 or above will normally be included within the Directorate and Corporate risk register, these will be eligible to be considered for funding as a Capital Project.  A full risk assessment will be required to prioritise.  Projects are only considered for Capital funding where they exceed £5,000 in total, otherwise they will be dealt with from Directorate budgets.

· If the risk is high (above 15 using the A/NZ Risk matrix) the relevant Departmental Manager should consult the Service Director, Risk Manager and the Trust Local Security Management Specialist.
 Appendix 4
FLOW CHART SHOWING PROCESS FOR MONITORING NHS BRENT IMPLEMENTATION OF CRIME REDUCTION SURVEY RECOMMENDATIONS/SECURITY RISK ASSESSMENTS 
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Appendix 5 – Assurance Form

Security Policy

Department: …………………………...

I have read and understood the above document and agree to abide by its content.

	Name
	Signature
	Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix 6 – Policy Publication Flowchart      

Draft Policy

↓

Policy agreed by Health & Safety Committee

↓

Policy ratified by GEMT

↓

Policy uploaded to the intranet

↓

Publicity of Policy

Send to Communications Department for Communication Bulletin and team brief / Policy discussed at meetings e.g. Senior Directorate Meetings

↓

Present at staff forums / meetings e.g. Senior Directorate Meetings

↓

Policy to be monitored through the use of key performance indicators

	Equality Impact Assessment Tool

	
	Yes/No
	Comments

	1.
	Does the policy/guidance affect one group less or more favourably than another on the basis of:
	
	

	
	· Race
	No
	

	
	· Ethnic origins (including gypsies and travellers)
	No
	

	
	· Nationality
	No
	

	
	· Gender
	No
	

	
	· Culture
	No
	

	
	· Religion or belief
	No
	

	
	· Sexual orientation including lesbian, gay and bisexual people
	No
	

	
	· Age
	No
	

	2.
	Is there any evidence that some groups are affected differently?
	No
	

	3.
	If you have identified potential discrimination, are any exceptions valid, legal and/or justifiable?
	n/a
	

	4.
	Is the impact of the policy/guidance likely to be negative?
	No
	

	5.
	If so can the impact be avoided?
	n/a
	

	6.
	What alternatives are there to achieving the policy/guidance without the impact?
	n/a
	

	7.
	Can we reduce the impact by taking different action?
	n/a
	


If you have identified a potential discriminatory impact of this procedural document, please refer it to the Equality & Diversity Manager together with any suggestions as to the action required to avoid/reduce this impact.

For advice in respect of answering the above questions, please contact the Equality & Diversity Manager.

Problem/Risk Identified


Risk register updated


Risk Management informed





Crime Reduction Survey/Security Risk Assessment Conducted





Written report submitted to SMD, Risk Management & Facilities with recommendations


(If appropriate)





Health & Safety Committee Meeting – Risk Assessment/Crime Reduction Survey/Security Assessment and recommendations discussed.





Action plan drawn up detailing (costings, impact on services, effects on staff etc), identifying who is responsible for next stage/actions.





Agree realistic timeframe for progress reports (normally bi-monthly) and completion of actions

















Facilities – review recommendations and where appropriate, direct Ecovert FM to action repairs or remedial works





SMD – Maintain overview of report and recommendations in relation to Trust strategies and financial plan





LSMS reports quarterly to SMD and bi-monthly to the NHS Brent Audit Committee





2 monthly - Implementation of measures identified in Crime Reduction Survey or Risk Assessment discussed at Security group.





6 monthly – LSMS follow up recommendations as per LSMS SLA and workplan





SMD provided with formal progress report in accordance with LSMS SLA and annual workplan.





End of Financial Year – Annual LSMS report and progress/actions formally submitted to the NHS Brent Audit Committee


 








� Security Management Controls assurance Standard 2002
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